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Strategic & Governance Services Centre
Research Project - Enterprise Risk Assessment
An enterprise risk assessment must be completed if the research activity includes topics or activities that may be considered controversial. In this context, controversial activity is defined as research which may result in increased reputational, contractual or compliance risk to the University, such as political and geopolitical commentary; defence, immigration or similar government programs; or association with contentious industries (e.g. tobacco; alcohol; gambling; drugs).
[Insert name of project here] 
[Insert a few sentences that describe what the project/clinical trial is about. This provides context for the risks.]

Instructions 
The table below has been pre-filled with risks that may pertain to your project. Delete any risks that are not applicable and add any risks that are not covered. Once the below table has been completed, please complete the approval section.
Please contact enterpriserisk@ecu.edu.au if you require assistance completing this assessment.
	Risk Category
	Risk
	Risk Owner
	Risk Mitigation
	Risk Rating

	Please select from the drop-down list of categories. These categories are used to determine the risk rating.
	The risk is described in terms of what could go wrong, in other words, the uncertainty of achieving the objectives. The risk identified must be relevant to the subject matter, appropriate given the context and useful for decision-making.
	The person who will be responsible for owning the risk
	What steps are being taken to mitigate the risk.
E.g. – for a Covid-19 restrictions risk, the mitigation would be: following government guidelines, if restrictions are increased during the trial, the trial will be postponed (or completed via online platforms etc etc).
	The risk will be rated using ECU’s risk matrix which is attached to this template. 

	Choose an item.	Potential for negative media coverage and/or community commentary due to the nature of the research
	
	
	

	Choose an item.	Research subject matter is construed as not in alignment with ECU Values
	
	
	

	Choose an item.	Inability to secure required contracts or supplies to deliver the project
	
	
	

	Choose an item.	Potential for repercussion if research output is critical of government policy or decision-making
	
	
	

	Choose an item.	Inability to ensure effective governance including compliance with applicable laws and regulation
	
	
	

	Choose an item.	Failure to recruit staff at each site who would be appropriately qualified to assist with trial
	
	
	

	Choose an item.	Failure to recruit participants
	
	
	

	Choose an item.	Failure of clinical staff to complete required training
	
	
	

	Choose an item.	Inability to secure external and internal Ethics approval
	
	
	

	Choose an item.	Serious Adverse Event
	
	
	

	Choose an item.	COVID-19 restrictions impact delivery of fieldwork/data collection
	
	
	

	Choose an item.	Inability to retain trial participants throughout project
	
	
	

	Choose an item.	Intellectual property theft, loss or leakage
	
	
	

	Choose an item.	
	
	
	

	Choose an item.	
	
	
	

	Choose an item.	
	
	
	

	Choose an item.	
	
	
	

	
	
	
	
	

	Choose an item.	
	
	
	

	
	
	
	
	


Approvals

Approvals are required based on the below delegations. Use the highest rated risk to determine who needs to approve this risk assessment: 
· Low: 		Supervisor/Team Leader
· Moderate: 	Manager/Associate Dean
· Substantial: 	Executive Dean/Dean/Director
· High: 		Deputy Vice-Chancellor/Vice-President 
· Extreme: 	Vice Chancellor/University Council

	Approvers Name
	

	Signature
	

	Date
	



Please provide a copy of the approved risk assessment to EnterpriseRisk@ecu.edu.au	
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ECU RISK MATRIX	
	
	RISK CONSEQUENCE RATING
	
	RISK ACCEPTANCE CRITERIA

	
	Minor
	Moderate
	Substantial
	Major
	Catastrophic
	
	

	
	1
	2
	3
	4
	5
	
	Level of risk
	Delegation
	Acceptance criteria
	Review period

	Service Delivery & Performance
	Negligible impact on the delivery of services. No impact on performance targets.
	Isolated disruption to teaching, research or professional activities affecting service delivery and performance targets for a short-term period.
	Interruption to teaching, research or professional activities for protracted period. One or more areas at significant risk of performing under target.
	Sustained disruption to teaching, research or professional activities. Inability to meet one or more performance targets.
	Cessation of teaching, research, or professional activities. Risk of total failure to meet performance targets.
	
	Low
	Supervisor / Team Leader
	Acceptable with periodic review.   
Exposure to this level of risk is acceptable without additional risk treatments.   
	Review period should not exceed 12 months. 

	Operations & Infrastructure
	Minor disruption to systems, operations or infrastructure which does not affect the delivery of services.
	Disruption to systems, operations or infrastructure affecting isolated group of stakeholders.
	Significant disruption or loss of systems, operations or infrastructure which causes widespread disruption.
	Disruption or loss of critical systems, operations or infrastructure affecting a large part of the University.
	Failure or loss of critical systems, operations or infrastructure affecting viability of the University.
	
	Moderate
	Manager /
Associate Dean 
	Acceptable with periodic review.  
Exposure to this level of risk is acceptable, provided an appropriate assessment has been conducted.  
	Review period should not exceed 12 months. 

	Financial 
	Overall


School / Centre


ECU-wide
	Minor impact on budget or funded activities.
	Financial loss requiring corrective action within existing resources.
	Substantial financial loss requiring reallocation of resources.
	Major financial loss requiring adjustment or cancellation of funded projects.
	Significant financial loss threatening viability.
	
	Substantial
	Executive Dean / Dean 
/ Director 
	Acceptable with ongoing review.  
Exposure to this level of risk may only continue with a clear treatment plan which is reviewed regularly.
	Review period should not exceed 6 months. 

	
	
	< $10k, or 0.5% 
	$10k to $100k, or 0.5% -1% of budget
	$100k-$1m, or 1-5% of budget
	$1m to $5m, or 5-10% of budget
	> $5m, or 10% of budget
	
	
	
	
	

	
	
	< $0.5m
	$0.5m to $2.5m
	$2.5m to $10m
	$10m - $20m
	> $20m
	
	
	
	
	

	Brand, Reputation & Engagement
	Isolated media attention. Little to no broader stakeholder interest.
	Minor adverse media attention, but no impact to reputation or lasting concern to stakeholders.
	Substantial short-term damage to reputation of a section of the University. Short-term adverse media attention. Impact on key partnerships.
	Major negative publicity and damage to University reputation.
Major adverse media attention. Breakdown or termination on operational partnerships.
	Reputation and standing of the University affected. Long-term adverse media attention. Breakdown, or termination of strategic partnerships. 
	
	High
	Deputy Vice-Chancellor /
Vice-President 
	Unacceptable without treatment.  
Exposure to this level of risk may only continue with a clear treatment plan to reduce the level of risk.
	Review period should not exceed 3 months. 

	Governance & Compliance
	Minor breaches of policies, rules or regulations with negligible impact.
	Breaches of policies, rules or regulations that are isolated, with limited legal or regulatory impact.
	Breaches of policies, rules, regulations or legislation that are systemic, or may result in legal or regulatory action. 
	Breaches of policies, rules, regulations or legislation that will result in legal or regulatory action including investigations and/or significant penalties.
	Breaches of policies, rules, regulations and laws that will result in significant penalties and/or loss of critical approvals, accreditations or registrations. 
	
	Extreme
	Vice-Chancellor / University Council 
	Unacceptable.  
Exposure to this level of risk should be immediately discontinued except in extreme circumstances.  
	Review period should not exceed 1 month. 

	Work Health & Safety
	No injury or illness sustained or minor first aid or non-medical treatment required only, e.g. band-aid, icepack or non-prescription medication.
	Medical treatment by a health professional and/or restricted work duties/hours, e.g. stitches or issuing of prescription medication. No time off work.
	Injury or illness that would typically result in lost time and multiple medical treatments.
	Serious injury or illness typically resulting in extensive lost time and/or requiring Worksafe notification, e.g. hospital in-patient treatment; serious head or eye injury.
	Single or multiple fatality.
	
	

	

	
	RISK RATING SCALE
	
	RISK LIKELIHOOD RATING

	
	Minor
	Moderate
	Substantial
	Major
	Catastrophic
	
	

	
	1
	2
	3
	4
	5
	
	Rating
	Probability
	Description
	Timescale

	Level of risk
	Moderate (5)
	Substantial (10)
	High (15)
	Extreme (20)
	Extreme (25)
	5
	Almost certain
	> 80%
	Event is expected to occur. 
	Once or more during the next year.

	
	Low (4)
	Moderate (8)
	Substantial (12)
	High (16)
	Extreme (20)
	4
	Likely
	51 – 80%
	Event will probably occur.
	Likely once or more in the next 1-2 years.

	
	Low (3)
	Moderate (6)
	Moderate (9)
	Substantial (12)
	High (15)
	3
	Possible
	26 – 50%
	Event may occur occasionally.
	Possibly once or more in the next 2-3 years.

	
	Low (2)
	Low (4)
	Moderate (6)
	Moderate (8)
	Substantial (10)
	2
	Unlikely
	10 – 25%
	Event is unlikely to occur but is a possibility.
	At least once in the next 3-5 years.

	
	Low (1)
	Low (2)
	Low (3)
	Low (4)
	Moderate (5)
	1
	Rare
	< 10%
	Event is conceivable, but very unlikely to occur.  
	Potentially once in the next 5-10 years.
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